VNITRNi SMERNICE
¢.1/2018
O OCHRANE OSOBNIiCH UDAJU

Line Art Group a.s.

se sidlem Praha 4, Nuselska 46, PSC 140 00; ICO: 271 68
590 spole¢nost zapsana v obchodnim rejstfiku vedeném
Méstskym soudem v Praze, oddil B, vlozka 9466
zastoupena Martinem Dulavou, pfedsedou
predstavenstva

(dale jen ,Spole¢nost”)

l.
Ucel a predmét tpravy

1. Tato vnitfni smérnice o ochrané osobnich udajl
upravuje technickoorganizacni opatreni k zajisténi
ochrany osobnich Gdaji v souladu s ¢l. 25 Nafizeni
Evropského parlamentu a rady (EU) 2016/679 ze dne
27. dubna 2016 o ochrané fyzickych osob v
souvislosti se zpracovanim osobnich udajll a o
volném pohybu téchto udajll a o zruseni smérnice
95/46/ES (déle jen ,Obecné nafizeni“) scilem a v
souladu se zdkonem ¢. 110/2019 Sb., o zpracovani
osobnich udaju (dale jen ,,Adaptacni zakon“) s cilem
zajisténi jednotného postupu pfi ptijimani a realizaci
opatfeni ochrany osobnich Udaji v podminkach
Spolecnosti.

1.1. Ucelem vydéni této smérnice je aplikace
Obecného nafizeni ve Spolecnosti tak, aby bylo
dosazeno pozadované ochrany tdaju pfi jejich
zpracovani u nasledujicich subjektd udaju:

1.1.1. fyzickych osob — zaméstnancl — databaze
zaméstnanecka

1.1.2. fyzickych osob podnikajicich, pravnickych
osob s kontaktnimi fyzickymi osobami -
zakaznikl  Spolecnosti - databaze
zdkaznikd

1.1.3. fyzickych osob podnikajicich, pravnickych
osob s kontaktnimi fyzickymi osobami —
dodavatelll Spolecnosti - databdze
dodavatel(

1.1.4. fyzickych osob se vztahem ke klientdm —
databdze klientské

dale vsichni také jako ,subjekty udaja“.

INTERNAL DIRECTIVE
No. 1/2018
ON THE PROTECTION OF PERSONAL DATA

Line Art Group a.s.

registered office at Praha 4, Nuselska 46, Postal Code 140
00; Company ID: 271 68 590, company registered in the
Commercial Register maintained by the Municipal Court in
Prague, Section B, Insert 9466, represented by Martin
Dulava, Chairman of the Board of Directors

(hereinafter the “Company”)

I
Purpose and Subject Matter

1. Thisinternal directive on the protection of personal
data sets out technical and organisational
measures to ensure the protection of personal data
in accordance with Article 25 of Regulation (EU)
2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of
natural persons with regard to the processing of
personal data and on the free movement of such
data, and repealing Directive 95/46/EC (hereinafter
"the General Regulation") andthe aim and in
accordance with Act No. 110/2019 Coll,, on the
Processing of Personal Data (hereinafter the
“Adaptation Act”) with the aim of ensuring a
uniform approach in adopting and implementing
personal data protection measures within the
Company.

1.1. The purpose of issuing this directive is to apply
the General Regulation in the Company so that
the required level of data protection is achieved
when processing data of the following data
subjects:

1.1.1. natural persons — employees — Employee
Database

1.1.2. sole traders and legal entities with contact
natural persons — customers of the
Company — Customer Database

1.1.3. sole traders and legal entities with contact
natural persons — suppliers of the Company
— Supplier Database

1.1.4. natural persons in relation to clients — Client
Database



Spole¢nost tyto Udaje zpracovava, a proto je dle
Obecného nafizeni spravcem osobnich Udaji. Tato
smérnice stanovuje prava a povinnosti zaméstnanc(
Spolec¢nosti a ostatnich fyzickych osob a fyzickych
osob podnikajicich pfi veskerém zpracovani
osobnich Udaji a to jak pfi rucnim, tak
automatizovaném zpracovani.

Zpracovani osobnich udajli vyse uvedenych subjektl
udaju je provadéno na zakladé nékterého z pravnich
tituld dle ¢l. 6 odst. 1 Obecného nafizeni, a to
zejména: (i) plnéni smlouvy dle pism. b), (i) plnéni
pravni povinnosti dle pism. c), (i) opravnéného zajmu
spravce dle pism. f), nebo (i) souhlasu subjektu idaja
dle pism. a). Konkrétni pravni titul pro kazdou
kategorii zpracovani je uveden v ¢l. IV. této smérnice.

Tato vnitfni smérnice coby vnitfni predpis
Spole€nosti  upravuje postup a zasady jejich
zaméstnancl, jakoZ i dalSich povérenych osob pfi
nakladani, zpracovani a ochrané osobnich udajd
zpracovavanych v podminkach provozu Spolecnosti
podle Obecného nafizeni.

Ke zpracovani osobnich (daji subjektl udajd
dochdzi v provozovnach Spolecnosti uvadénych v
zahlavi této smérnice.

.
Zasady zpracovani osobnich udaju

Spolec¢nost pfi zpracovani osobnich Gdajl dodrzuje
zasady:

1.1. zadkonnosti, korektnosti a transparentnosti,
1.2. ucelového omezeni,

1.3. minimalizace udajq,

1.4. presnosti

1.5. omezeného uloZeni,

1.6. integrity a divérnosti.

Spole¢nost odpovidd za dodrZzeni souladu s vyse
uvedenymi zasadami.

.
Definice pojmi pouZivanych ve smérnici

Osobni udaj - veskeré informace o identifikované nebo
identifikovatelné fyzické osobé (dale jen ,subjekt

hereinafter collectively also referred to as
"data subjects".

The Company processes these data and is therefore
a controller of personal data within the meaning of
the General Regulation. This directive sets out the
rights and obligations of the Company's employees
and other natural persons and natural persons
conducting business in all processing of personal
data, both in manual and automated processing.

The processing of personal data of the above-
mentioned data subjects is carried out on the basis
of one of the legal grounds under Art. 6(1) of the
General Regulation, in particular: (i) performance
of a contract under point (b), (ii) compliance with a
legal obligation under point (c), (iii) the legitimate
interests of the controller under point (f), or (iv)
consent of the data subject under point (a). The
specific legal ground for each category of
processing is set out in Art. IV of this Directive.

This internal directive, as an internal regulation of
the Company, governs the procedures and
principles of its employees and other authorised
persons when handling, processing and protecting
personal data processed in the Company's
operational conditions pursuant to the General
Regulation.

The processing of personal data of data subjects
takes place in establishments of the Company
referred to in the preamble of this directive.

1.
Principles of Personal Data Processing

The Company complies with the following principles
when processing personal data:

1.1. lawfulness, fairness and transparency,
1.2. purpose limitation,

1.3. data minimisation,

1.4. accuracy

1.5. storage limitation,

1.6. integrity and confidentiality.

The Company is responsible for compliance with the
above principles.



udaju“); identifikovatelnou fyzickou osobou je fyzicka
osoba, kterou lze pfimo ¢i nepfimo identifikovat,
zejména odkazem na urcity identifikator, napftiklad
jméno, identifikacni Cislo, lokacni Udaje, sitovy
identifikdtor nebo na jeden ¢i vice zvlastnich prvkd
fyzické, fyziologické, genetické, psychické, ekonomické,
kulturni nebo spolecenské identity této fyzické osoby;

Subjekt udaji — fyzickd osoba nebo fyzickd osoba
podnikajici, k nimZ se osobni udaje vztahuji;

Zpracovani osobnich udaji — jakdkoliv operace nebo
soubor operaci s osobnimi Gdaji nebo soubory osobnich

udaju, ktery je provadén pomoci ¢i bez pomoci
automatizovanych postupl, jako je shromazidéni,
zaznamenani, uspofadani, strukturovani, uloZeni,

pfizplsobeni nebo pozménéni, vyhledani, nahlédnuti,
poutZiti, zpfistupnéni pfenosem, Sifeni nebo jakékoliv jiné
zpfistupnéni, sefazeni ¢i zkombinovani, omezeni, vymaz
nebo zniceni;

Spravce — subjekt uréujici sdm nebo spolu s jinymi ucely
a prostredky zpracovani osobnich udajl; (dale
»Spole¢nost”,/“zaméstnavatel”);

Zpracovatel - fyzickd ¢i pravnickd osoba, orgdn verejné
moci, agentura/jiny subjekt, zpracovavajici osobni Udaje
pro spravce;

Pfijemce — fyzickd nebo pravnicka osoba, orgdn verejné
moci, agentura nebo jiny subjekt, kterym jsou osobni
udaje poskytnuty; Treti strana — fyzickd nebo pravnicka
osoba, orgdn vefejné moci, agentura nebo jiny subjekt,
ktery neni subjektem udajli, spravcem, zpracovatelem
ani osobou pfimo podléhajici spravci nebo zpracovateli,
jez je opravnéna ke zpracovani osobnich udajd; Poruseni
zabezpeceni osobnich udajll — poruseni zabezpeceni,
které vede k ndhodnému nebo protipravnimu zniceni,
ztraté, zméné nebo neopravnénému poskytnuti nebo
zpfistupnéni  prenasenych, uloZenych nebo jinak
zpracovavanych osobnich udajli; Povérenec pro ochranu
osobnich Gdaji (DPO) — osoba jmenovana v souladu s ¢l.
37-39 Obecného nafizeni, pokud je jeji jmenovani
povinné nebo pokud se tak Spolec¢nost rozhodne
dobrovolnég;

Povéiené osoby — osoby, které jsou ve Spolecnosti
opravnény zpracovavat osobni Udaje subjektl udajd.

1.
Definitions of Terms Used in the Directive

Personal Data — any information relating to an identified
or identifiable natural person (hereinafter “data subject”);
an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an
identifier such as a name, an identification number,
location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;

Data Subject — a natural person or a natural person
conducting business to whom personal data relate;

Processing of Personal Data — any operation or set of
operations which is performed on personal data or on sets
of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination,
restriction, erasure or destruction;

Controller — an entity which, alone or jointly with others,
determines the purposes and means of processing
personal data; (hereinafter “the Company”/“employer”);

Zpracovatel — a natural or legal person, public authority,
agency or other body which processes personal data on
behalf of the controller;

Recipient — a natural or legal person, public authority,
agency or other body to whom personal data are disclosed;
Third Party — a natural or legal person, public authority,
agency or other body other than the data subject,
controller, processor and persons who, under the direct
authority of the controller or processor, are authorised to
process personal data; Personal Data Breach — a breach of
security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed;
Data Protection Officer (DPO) — a person appointed in
accordance with Arts. 37-39 of the General Regulation,
where such appointment is mandatory or where the
Company decides to appoint one voluntarily;

Authorised Persons — persons authorised within the
Company to process personal data of data subjects.



\'A

Jednotlivé databaze s osobnimi tdaje, pravni tituly
zpracovani

Databaze zaméstnanecka

1.1. Tato databdze obsahuje osobni Udaje
zaméstnancl Spole¢nosti, a to osobni Udaje
poZadované pravnimi predpisy pro zpracovani
persondlné-mzdové a danové agendy,
konkrétné se jednd o tyto Udaje: jméno a
pfijmeni, rodné cislo, misto trvalého bydlisté,
Cislo obcanského prikazu, statni pfislusnost,
zdravotni pojistovnu, Cislo  Uctu, pocet
nezletilych déti a jejich jména a rodna Cisla.

1.2. Osobni udaje v rozsahu bodu 1.1. jsou
zpracovavany v souladu s €l. 6 odst. 1 pism. c)
Obecného nafizeni, tedy z titulu plnéni pravni
povinnosti, za uUcelem vedeni personalné-
mzdové a danové agendy. Tyto osobni Udaje se
zpracovavaji po dobu trvadni pracovniho
poméru a dale pak v souladu s pravnimi
predpisy, predevsim v oblasti nemocenského,
dlchodového a zdravotniho pojisténi, dani z
pfijmu a zaméstnanosti.

1.3. Osobni udaje Spolecnost zpracovava, resp.
archivuje po dobu stanovenou pfislusnymi
pravnimi predpisy: mzdové listy a ucetni
doklady po dobu 30 let, ostatni persondlni
dokumenty po dobu 10 let od skonceni
pracovniho poméru. Po uplynuti pfislusné doby
se osobni Udaje bezodkladné zlikviduji.

Kromé vyse uvedenych osobnich Udaji poskytuji
zaméstnanci Spolecnosti osobni Udaje tykajici se
exekucnich ¢i insolvencnich ftizeni vedenych na
zaméstnance Ci jejich manzely, jenz Spole¢nost
zpracovava v souladu s¢l. 6 odst. 1 pism. c)
Obecného nafizeni, tedy z titulu plnéni pravni
povinnosti vyplyvajici z § 277 a nasl. obc¢anského
soudniho fadu a ze zdkona ¢. 182/2006 Sb.,
insolvencéniho zdkona.
Databaze zakaznikii

2.1. Tato databaze obsahuje udaje pravnickych
osob a fyzickych osob podnikajicich - zdkaznik{
Spole¢nosti. V ramci této databaze jsou
uvedeny u prdvnickych osob fyzické osoby,
jakoZto kontaktni osoby pravnickych osob,
jejich telefonni ¢islo a pracovni e- mail. U
fyzickych osob podnikajicich jsou uvedeny

Iv.

Individual Databases with Personal Data, Legal Bases for

Processing

Employee Database

1.1. This database contains personal data of the
Company’s employees, specifically personal data
required by law for payroll and tax processing,
namely: first name and surname, birth number,
permanent address, identity card number,
nationality, health insurance provider, bank
account number, number of dependent children
and their names and birth numbers.

1.2. Personal data within the scope of Article 1.1 are
processed in accordance with Article 6(1)(c) of
the General Regulation, i.e. on the basis of
compliance with a legal obligation, for the
purpose of personnel, payroll and tax agenda
management. These personal data are processed
for the duration of the employment relationship
and subsequently in accordance with applicable
legislation, in particular in the area of sickness
insurance, pension insurance, health insurance,
income taxes and employment.

1.3. The Company processes and archives personal
data for the period stipulated by applicable
legislation: payroll records and accounting
documents for 30 vyears, other personnel
documents for 10 years from the termination of
the employment relationship. Upon expiry of the
applicable period, the personal data are
promptly destroyed.

1.4. In addition to the personal data listed above, the
Company’s employees provide personal data
relating to enforcement or insolvency
proceedings conducted against employees or
their spouses, which the Company processes in
accordance with Art. 6(1)(c) of the General
Regulation, i.e. on the basis of the legal
obligation under § 277 et seq. of the Code of Civil
Procedure and Act No. 182/2006 Coll., the
Insolvency Act.

Customer Database

2.1. This database contains data of legal entities and
natural persons conducting business — customers
of the Company. This database includes, for legal
entities, natural persons as contact persons of
legal entities, their telephone numbers and
business e-mail addresses. For natural persons



2.2.

identifikacni Udaje, tedy jméno a pfijmeni,
misto podnikéni, IC, telefonni &islo.

Osobni Udaje v rozsahu bodu 2.1. jsou
zpracovavany v souladu s ¢l. 6 odst. 1 pism. b)
Obecného nafizeni, tedy =z titulu plnéni
smlouvy, za ucelem vedeni evidence smluvnich
vztahl. Tyto osobni Udaje jsou zpracovdvany
po dobu trvani smluvniho vztahu, dale po dobu
béhu promlceci lhaty pro pripadné soudni
vymahani pohleddvek (tj. zpravidla 3 roky) a
dale pak po dobu 10 let od konce zdarnovaciho
obdobi, ve kterém se plnéni uskutecnilo v
souladu se zakonem o Ucetnictvi, resp.
zakonem o dani z ptidané hodnoty.

3. Databaze dodavatelli

3.1

3.2.

Tato databdze obsahuje Udaje fyzickych osob
podnikajicich a pravnickych osob, dodavateld
Spole¢nosti. V ramci této databaze jsou
uvedeny u prdvnickych osob fyzické osoby,
jakoZto kontaktni osoby pravnickych osob,
jejich telefonni ¢islo a pracovni e- mail. U
fyzickych osob podnikajicich jsou uvedeny
identifikacni Udaje, tedy jméno a pfijmeni,
misto podnikéni, IC.

Osobni Udaje v rozsahu bodu 3.1. jsou
zpracovavany v souladu s ¢l. 6 odst. 1 pism. b)
Obecného nafizeni, tedy =z titulu plnéni
smlouvy, za uc¢elem vedeni evidence smluvnich
vztahl. Tyto osobni Udaje jsou zpracovdvany
po dobu trvani smluvniho vztahu, dale po dobu
béhu promlceci lhaty pro pripadné soudni
vymahani pohleddvek (tj. zpravidla 3 roky) a
dale pak po dobu 10 let od konce zdarnovaciho
obdobi, ve kterém se plnéni uskutecnilo v
souladu se zakonem o Ucetnictvi, resp.
zakonem o dani z ptidané hodnoty.

4. Databaze klientské

4.1.

4.2.

Tato databaze obsahuje udaje fyzickych osob,
které jsou ve spotiebitelském ¢i jiném vztahu
ke klientdm Spolec¢nosti. Klientské databaze
obsahuji obvykle jméno, pfijmeni, adresu
trvalého bydlisté, email, telefonni ¢islo.

Osobni udaje v rozsahu bodu 4 .1. jsou
zpracovavany v souladu s ¢l. 6 odst. 1 pism. a)
Obecného nafizeni, tedy z titulu udéleni
souhlasu, za Ucelem marketingové
komunikace, zejména nabizeni vyrobk(l a
sluZeb. Tyto osobni Udaje jsou zpracovavany
Spolecnosti v pozici zpracovatele dle ¢l. 28

2.2.

conducting business, identification data are
recorded, i.e. name and surname, place of
business, company registration number,
telephone number.

Personal data within the scope of Article 2.1 are
processed in accordance with Article 6(1)(b) of
the General Regulation, i.e. on the basis of
performance of a contract, for the purpose of
maintaining records of contractual relationships.
These personal data are processed for the
duration of the contractual relationship, further
during the limitation period for potential judicial
enforcement of receivables (i.e. generally 3
years) and for 10 years from the end of the tax
period in which the performance was provided,
in accordance with the Accounting Act and the
Value Added Tax Act.

3. Supplier Database

3.1

3.2,

This database contains data of natural persons
conducting business and legal entities — suppliers
of the Company. This database includes, for legal
entities, natural persons as contact persons of
legal entities, their telephone numbers and
business e-mail addresses. For natural persons
conducting business, identification data are
recorded, i.e. name and surname, place of
business, company registration number.

Personal data within the scope of Article 3.1 are
processed in accordance with Article 6(1)(b) of
the General Regulation, i.e. on the basis of
performance of a contract, for the purpose of
maintaining records of contractual relationships.
These personal data are processed for the
duration of the contractual relationship, further
during the limitation period for potential judicial
enforcement of receivables (i.e. generally 3
years) and for 10 years from the end of the tax
period in which the performance was provided,
in accordance with the Accounting Act and the
Value Added Tax Act.

4. Client Databases

4.1.

4.2.

This database contains data of natural persons
who are in a consumer or other relationship with
the Company's clients. Client databases typically
contain name, surname, permanent residence
address, e-mail address, telephone number.

Personal data within the scope of point 4.1. are
processed in accordance with Art. 6(1)(a) of the
General Regulation, i.e. on the basis of consent,



Obecného nafizeni nebo spole¢ného spravce
dle ¢l. 26 Obecného nafrizeni, dle konkrétniho
smluvniho ujednani s klientem. Tyto osobni
udaje Spolecnost zpracovava po dobu nezbytné
nutnou, resp. po dobu, kterd je uréena ve
smlouvé mezi Spole¢nosti a klientem, jakoZto
spravce.

4.3. Klientské databaze prichdzeji do Spolecnosti v
podobé zasifrovaného dokumentu ve formatu
xls, .xlsx, .zip, a to mailem, kuryrem ¢&i ftp.
Pohyb klientskych databazi v ramci Spole¢nosti
je podrobné popsan v pfiloze ¢ 1 této
smérnice.

V.
Prostfedky a zplsob zpracovani osobnich tdaju,
zabezpeceni osobnich udaju

1. Spolecnost ziskava vySe uvedené osobni udaje
takto:

1.1. Databaze zaméstnaneckd - prostfednictvim
vstupnich osobnich dotaznikll vyplfiovanych
zaméstnanci v  souvislosti se  vznikem
pracovniho poméru;

1.2. Databdaze zdkaznik( -prostfednictvim smluvni
dokumentace nebo jiné pisemné
dokumentace, napt. e-mailem

1.3. Databaze dodavatell — prostfednictvim
smluvni dokumentace;

1.4. Databaze klientskd —  prostfednictvim
zasifrovaného dokumentu ve formatu .xls,
Xlsx, .zip, a to mailem, kuryrem ¢i ftp
agenturou. Pohyb klientskych databdzi v rdmci
Spolecnosti je podrobné popsan v pfiloze ¢. 1
této smérnice.

2. Spolecnost zpracovava osobni tdaje:
2.1. v pisemné, resp. listinné podobé

2.1.1. Osobni Udaje subjektu udajl jsou
obsazeny v dotaznicich, formulafich, ve
smlouvach a dalSich dokumentech, jenz
jsou uchovavany v uzamykatelnych
sktinich, v uzamykatelnych prostorach
Spolecnosti, ke kterym ma pfistup pouze
vymezeny okruh povérenych osob.

for the purpose of marketing communication, in
particular offering products and services. These
personal data are processed by the Company in
the capacity of processor pursuant to Art. 28 of
the General Regulation or as joint controller
pursuant to Art. 26 of the General Regulation,
subject to the specific contractual arrangement
with the client. The Company processes these
personal data for the period strictly necessary, or
for the period stipulated in the contract between
the Company and the client, acting as controller.

4.3. Client databases are delivered to the Company in
the form of an encrypted document in .xls, .xlsx,
.zip format, by e-mail, courier or FTP. The
movement of client databases within the
Company is described in detail in Annex No. 1 to
this directive.

V.
Means and Methods of Personal Data Processing,
Security of Personal Data

The Company obtains the above personal data as
follows:

1.1. Employee Database — through personal intake
questionnaires completed by employees upon
commencement of employment;

1.2. Customer Database - through contractual
documentation or other written documentation,
e.g. by e-mail

1.3. Supplier Database - through contractual

documentation;

1.4. Client database — through an encrypted
document in .xls, .xlsx, .zip format, by e-mail,
courier or FTP. The movement of client
databases within the Company is described in
detail in Annex No. 1 to this directive.

The Company processes personal data:
2.1. in paper / written form

2.1.1. Personal data of data subjects are
contained in questionnaires, forms,
contracts and other documents, which are
stored in lockable cabinets in the lockable
premises of the Company, to which only a
defined group of authorised persons has
access.



2.1.2.

2.1.3.

2.1.4.

2.1.5.

2.1.6.

2.1.7.

Spolec¢nost Cini veskerd moznd opatreni
pro to, aby byly shromazdovany
dokumenty s minimalnim rozsahem
osobnich Udajl a dale pak aktudlni udaje
o subjektech udaja.

Pokud dojde k aktualizaci osobnich udaja,
staré osobni Gdaje je nutno bezodkladné
zlikvidovat.

Povérené osoby, které pracuji s osobnimi
udaji, jsou povinny veskeré dokumenty s
osobnimi udaji ukladat do
uzamykatelnych  skfini, a to vidy
nejpozdéji na konci kazdého pracovniho
dne. Na konci kazdého pracovniho dne
povérené osoby zkontroluji, zda jsou
vSechny uzamykatelné skfiné uzamceny a
uzamknou pred odchodem mistnost. V
prabéhu dne jsou povéfené osoby
povinny po opusténi mistnost, tuto
uzamknout. Pouze povérené osoby maji
klice k uzamykatelnym sktinim na zakladé
pisemného predavaciho protokolu.

Prostory, ve kterych jsou uchovavany
osobni udaje, neslouzi k pfijimani
zaméstnancll  Spolecnosti a tretich
osob/ndvstév. Tyto se pfijimaji vyhradné
v zasedaci mistnosti Spolecnosti.

Do prostor sidla Spolecnosti, je vstup
volny pouze pro zaméstnance a
spolupracovniky, které maji uzavieny se
Spole¢nosti smluvni vztah. Treti osoby
mohou vstoupit do budovy Spoleénosti
pouze po piedchozi dohodé s konkrétnim
zaméstnancem Spolecnosti.

Prostory Spolecnosti jsou zabezpeceny
kamerovym systémem, ktery je mozné
ovladat bud' napfimo (v mistnosti hlidace)
nebo prostrednictvim sitového pripojeni.
Pfistup maji po zadani jména a hesla
pouze delegované osoby a déni Ize
sledovat on-line v ramci vniténi sité.
Provoz kamerového systému je zaloZen
na opravnéném zajmu Spolecnosti dle ¢l.
6 odst. 1 pism. f) Obecného nafizeni
(ochrana majetku a bezpecnost osob).
Zaznamy z kamerového systému jsou
uchovdvany maximalné po dobu 72
hodin, pokud nejsou potfebné pro reseni
bezpecnostniho  incidentu.  Prostory
monitorované kamerovym systémem

2.1.2.

2.1.3.

2.1.4.

2.1.5.

2.1.6.

2.1.7.

The Company takes all possible measures to
ensure that documents are collected with
the minimum scope of personal data and
that current data of data subjects are
maintained.

If personal data are updated, the old
personal data must be destroyed without
delay.

Authorised persons working with personal
data are required to store all documents
containing personal data in lockable
cabinets, at the latest by the end of each
working day. At the end of each working
day, authorised persons check that all
lockable cabinets are locked and lock the
room before leaving. During the day,
authorised persons are required to lock the
room when leaving it. Only authorised
persons hold keys to lockable cabinets, on
the basis of a written handover protocol.

The premises in which personal data are
stored are not used for receiving the
Company's employees and third
parties/visitors. These are received
exclusively in the Company's meeting room.

Access to the Company's registered office is
free only for employees and associates who
have a contractual relationship with the
Company. Third parties may enter the
Company's premises only by prior
arrangement with a specific employee of
the Company.

The Company’s premises are secured by a
CCTV system, which can be controlled
either directly (from the security room) or
via a network connection. Only designated
persons may access it after entering a
username and password, and activity can
be monitored online within the internal
network. The operation of the CCTV system
is based on the legitimate interest of the
Company pursuant to Art. 6(1)(f) of the
General Regulation (protection of property
and safety of persons). Recordings from the
CCTV system are retained for a maximum of
72 hours, unless required for the
investigation of a security incident. Areas
monitored by the CCTV system are marked
with information signs in accordance with
Art. 13 of the General Regulation



jsou oznaceny informacnimi tabulemi v
souladu s ¢l. 13 Obecného nafizeni

2.2. v elektronické podobé

2.2.

in electronic form

2.2.1.

The personal data obtained and other
information important for the purposes of

2.2.1. V informacnim systému Spolecnosti jsou their further processing are recorded in the
evidovany ziskané osobni Udaje a dalsi Company's information system.
informace dUleZité pro potreby jejich . .
. L, pro-p v Je 2.2.2. Data in this form are processed through
dalsiho zpracovani. . . -
information systems, specifically on a data
2.2.2. Udaje v této podobé jsou zpracovavany server that is part of the Company's
prostfednictvim informacnich systéma, network infrastructure.
konkrétné na datovém serveru, ktery je gL
wie o L yJ. 2.2.3. A special disk is allocated on the Company's
soucasti sitové infrastruktury Spolecnosti. .
server for the accounting system and
2.2.3.Na serveru Spolecnosti je vyclenén software.
specidlni disk pro ucetni systém a -
P P y 2.2.4. Access to databases containing personal
software. . .
data is granted only to authorised persons
2.2.4. Pfistup do databdzi obsahujicich osobni and other persons who are authorised to do
udaje maji pouze povéfené osoby a jiné so on the basis of a concluded contract or
osoby, které k tomu maji opravnéni na other document (hereinafter all as
zakladé wuzaviené smlouvy ¢&i jiného "authorised persons", as defined in Article
dokumentu (dale vse jako ,povérené VI of this directive).
osoby”, jak definovano v ¢l. VI. této . s
. y., J 2.2.5. Access is protected by the individual
smérnice). .
password of the authorised person.
2.2.5. Pfistup je chranén individudlnim heslem Passwords must meet security
povérené osoby. Hesla musi splfiovat requirements. Where technically feasible,
bezpecnostni  pozadavky. Je-li to multi-factor authentication is used.
technick roveditelné ouzivd se .
, v p oy o P 2.2.6. Only computer equipment owned by the
vicefaktorové ovérovani. .
Company may be used for entering data
2.2.6. Pro vnaseni udaji do databazového into the database programme.
rogramu je povoleno pouZivat pouze . . .
P f " lep . P p. , 2.2.7. Personal data in electronic form in
pocitacovou techniku ve vlastnictvi o .
" . individual files and personal data stored on
Spolecnosti. .. . .
portable digital recording media must
2.2.7. Osobni udaje v elektronické podobé v always be password-protected.
jednotlivych souborech a osobni udaje na .
Jv y o X J , 2.2.8. For backup and protection purposes, all
pfenosnych  digitdlnich  zdznamovych
médiich musi byt vidy opatieny heslem data are backed up every 24 hours to a
y yop y ' separate backup disk, to which only the IT
2.2.8. Za ucelem zélohy a ochrany jsou vsechny administrator has access.

data zalohovana kaZzdych 24 hod. na
samostatny zalozni disk, ke kterému ma
pfistup pouze IT administrator.

VI.

Povinnosti povérenych osob

VI.

Obligations of Authorised Persons

1. Osoba odpovédna za ochranu osobnich udajti (dale

. v 4 " . . 1. The Person Responsible for Personal Data Protection
jen ,,Odpovédna osoba“) zabezpeduje:

(hereinafter "the Responsible Person") ensures:

1.1. koordinaci a dohled nad ostatnimi povérenymi
osobami pfi ochrané osobnich ddaji v
pisemnostech a na technickych nosicich

1.1. coordination and supervision of other authorised
persons in the protection of personal data in
documents and on technical data carriers



1.2. aktualizace Zdznamu o ¢innostech zpracovani
dle ¢l. 30 Obecného nafizeni;

1.3. sledovani vyklad(i Obecného nafizeni ze strany
Uradu pro ochranu osobnich Udajli a
Evropského sboru pro ochranu osobnich udaju;

1.4. spolupraci s Ufadem pro ochranu osobnich
udaju dle €l. 31 Obecného nafizeni;

1.5. ohldseni pfipadl poruseni zabezpeceni
osobnich Gdaji Uradu pro ochranu osobnich
udaju bez zbyteéného odkladu, pokud mozno
do 72 hodin, dle ¢l. 33 Obecného nafizeni,
pfipadné ozndmeni subjektim udajl dle ¢l. 34
Obecného nafizeni, a to v souladu s postupem
stanovenym v €. IX. této smérnice;

1.6. prUbéZiné provadéni kontrol dodrzovani téchto
zasad povérenymi osobami.

Povérené osoby zodpovédné za oblast informatiky
u zaméstnavatele:

2.1. zabezpecuji povinnosti Spolec¢nosti pfi ochrané
osobnich udaji uloZenych na serverech,
osobnich pocitacich, véetné prenosnych tak,
aby ochrana uloZenych dat byla zajisténa v
souladu s aktualnimi poZadavky na pocitacovou
bezpecnost a vtomto stavu ji udrzovat.

2.2. dodrZovat povinnost mlcenlivosti-jsou povinni
zachovdvat mlcenlivost o osobnich Udajich a
bezpecnostnich opatfenich, jejichZz zverejnéni
by ohrozilo zabezpeceni osobnich Udaji. Tato
povinnost trva i po skonceni zaméstnani.

Ugetni spoleénosti zabezpedéuiji:
3.1. kompletni vedeni ucetnictvi Spolecnosti;

3.2. archivaci dokumentu je na adrese: Nuselska 46,
Praha 4, 140 00;

3.3. zpracovani mezd zaméstnancl Spolecnosti.
Zaméstnanci:

4.1. opravnéni naklddat s osobnimi  udaji
zpracovavanymi  Spolecnosti jsou pouze
zaméstnanci nebo  spolupracovnici  —
dodavatelé (dale spole¢né jen ,pracovnici®),
ktefi jsou povéfenymi osobami ve smyslu
tohoto ¢lanku VI. smérnice;

4.2. pracovnici jsou povinni naklddat s osobnimi
udaji subjektd Gdajli pouze za UGcelem plnéni
svych pracovnich povinnosti a v souladu s
povinnostmi stanovenymi Obecnym nafizenim,

1.2. updates to the Records of Processing Activities
pursuant to Article 30 of the General Regulation;

1.3. monitoring of interpretations of the General
Regulation by the Office for Personal Data
Protection and the European Data Protection
Board;

1.4. cooperation with the Office for Personal Data
Protection pursuant to Article 31 of the General
Regulation;

1.5. reporting personal data breaches to the Office
for Personal Data Protection without undue
delay and, where feasible, no later than 72 hours
after becoming aware of it, pursuant to Art. 33 of
the General Regulation, and where applicable,
notifying data subjects pursuant to Art. 34 of the
General Regulation, in accordance with the
procedure set out in Art. IX of this Directive;

1.6. ongoing monitoring of compliance with these
principles by authorised persons.

Authorised Persons responsible for IT at the
employer:

2.1. ensure compliance with the Company's
obligations in the protection of personal data
stored on servers and personal computers,
including portable devices, so that the protection
of stored data is maintained in accordance with
current computer security requirements.

2.2. comply with the confidentiality obligation — they
are required to maintain confidentiality of
personal data and security measures, the
disclosure of which would jeopardise the security
of personal data. This obligation continues after
the termination of employment.

The Company’s accountants ensure:
3.1. complete bookkeeping of the Company;

3.2. archiving of documents at the address: Nuselska
46, Praha 4, 140 00;

3.3. payroll processing for the Company's employees.
Employees:

4.1. only employees or associates — suppliers
(hereinafter collectively "staff') who are
authorised persons within the meaning of this
Article VI of the directive are authorised to
handle personal data processed by the Company;



4.3.

4.4.

4.5.

4.6.

touto smérnici a pokyny Spolecnosti. Jsou
povinni chranit je prfed zménou, znienim,
ztrdtou, neopravnénymi pfenosy, jinym
neopravnénym zpracovanim ¢ i jinym
zneuZitim osobnich udajU;

je zakdzano osobni Udaje zpfistupfiovat tietim
osobam (mimo okruh povéfenych osob)
jakymkoliv zplsobem;

jsou povinni sdélovat svému nadfizenému
pracovnikovi informace o vSech skute¢nostech,
které maji vliv na zabezpeceni a aktualnost
evidence zpracovavanych osobnich Udajq;

vést fadné veskeré evidence o zpracovani
osobnich udajl dle rozsahu svych pracovnich
ukold;

dodrZovat povinnost micenlivosti, tj. jsou
povinni zachovavat milcenlivost o osobnich
udajich a o bezpecnostnich opattenich, jejichz
zverejnéni by ohrozilo zabezpeceni osobnich
udajud. Povinnost mléenlivosti trva i po skonceni
pracovné pravniho poméru u Spoleénosti.

Jiné osoby:

5.1

Jiné osoby, které spolupracuji se Spolec¢nosti na
zakladé jiného nez pracovnépravniho vztahu,
jsou ve vztahu k osobnim udajim subjektd
udajd, s nimiz ptijdou pfi své Cinnosti pro
Spole¢nost do styku, povinni postupovat a
dodrZovat veskeré povinnosti, které jsou
specifikovany v této smérnici a Smlouvé o
zpracovani osobnich udaj, kterd s nimi je
uzaviena.

Povérené osoby Spolecnosti:

6.1.

6.2.

6.3.

6.4.

Do zaméstnanecké databdaze ma pristup
predseda predstavenstva Spolecnosti a Ucetni
Spolecnosti.

6.2. Do zakaznické databdze ma pfistup
pfedseda predstavenstva, IT administrator,

ucetni  Spolecnosti a povéfené osoby
spolupracujici s konkrétnim  zdkaznikem
Spolecnosti.

Do dodavatelské databdze ma pfistup

predseda predstavenstva a Ucetni Spolecnosti.

Do klientské databdze ma pfistup povéreny
pracovnik, ktery spolupracuje s konkrétnim
zakaznikem, jenZz je spravcem predmétné
klientské databaze,

4.2.

4.3.

4.4.

4.5.

4.6.

staff are required to handle personal data of data
subjects only for the purpose of fulfilling their
work duties and in accordance with the
obligations set out in the General Regulation, this
directive and the Company's instructions. They
are required to protect personal data against
alteration, destruction, loss, unauthorised
transfers, other unauthorised processing or any
other misuse of personal data;

it is prohibited to disclose personal data to third
parties (outside the group of authorised persons)
in any manner;

they are required to communicate to their
immediate superior information about all facts
that affect the security and accuracy of the
records of personal data being processed;

properly maintain all records relating to the
processing of personal data within the scope of
their work tasks;

comply with the confidentiality obligation, i.e.
they are required to maintain confidentiality of
personal data and security measures, the
disclosure of which would jeopardise the security
of personal data. The confidentiality obligation
continues after the termination of the
employment relationship with the Company.

5. Other Persons:

5.1

Other persons who cooperate with the Company
on the basis of a relationship other than an
employment relationship are, with respect to the
personal data of data subjects that they
encounter in the course of their activities for the
Company, required to comply with all obligations
specified in this directive and the Data Processing
Agreement concluded with them.

6. Authorised persons of the Company:

6.1.

6.2.

Access to the employee database is granted to
the Chairman of the Board of Directors and the
Company's accountant.

6.2. Access to the customer database is granted
to the Chairman of the Board of Directors, the IT
administrator, the Company's accountant and
authorised persons cooperating with a specific
customer of the Company.



S touto smérnici jsou povérené osoby prokazatelné
sezndmeny pfi vzniku jejich pracovnépravniho di
jiného smluvniho vztahu se Spolecnosti.

Povérené osoby jsou povinny zpracovdvat osobni
Udaje subjektl Udaju v souladu s touto smérnici,
osobné, tuto ¢innost nesmi prenechat jiné osobé ani
vyuZzit pro takovou ¢innost tfeti osoby.

VII.
Kontrola dodrZzovani smérnice

Odpovédnd osoba kontrolu plnéni povinnosti
vyplyvajicich z ustanoveni této smérnice o ochrané
osobnich udajll v mezich své plisobnosti.

Poruseni povinnosti zaméstnancl vyplyvajicich z
této smérnice se povaZuje za zavainé poruseni
povinnosti  vyplyvajicich z prdvnich ptedpisd
vztahujicich se k zaméstnancem vykondvané praci a
mlzZe byt dlvodem jednostranného ukonceni
pracovnépravniho vztahu ze strany zaméstnavatele.

Odstavec 2 tohoto ¢lanku smérnice plati pfimérené i
pro osoby spolupracujici se Spolecnosti na zakladé
jiného nez pracovnépravniho vztahu.

VIIL.
Prava subjektd udajt

Subjekt Udajl ma pravo pozadovat od Spolecnosti
pfistup ke svym osobnim ddajim dle ¢l. 15
Obecného nafizeni, jejich opravu dle ¢l. 16, vymaz
dle ¢l. 17, omezeni zpracovani dle ¢l. 18,
pfenositelnost udajl dle ¢l. 20, jakoZ i pravo vznést
namitku proti zpracovani dle ¢l. 21 Obecného
nafizeni.

Zadosti subjekts Gdajl o uplatnéni jejich prav pfijima
Odpovédnd osoba a vyfizuje je bez zbytecného
odkladu, nejpozdéji do jednoho mésice od obdrzeni
zadosti. Ve slozitych ptipadech Ize Ihitu prodlouzit o
dalsi dva mésice.

Spole¢nost poskytne subjektu udajd informace o
pfijatych opatfenich bezplatné.

Pokud je zpracovani zaloZeno na souhlasu, ma
subjekt udajl pravo souhlas kdykoli odvolat.

1.

6.3. Access to the Supplier Database is held by the
Chairman of the Board of Directors and the

Company's accountant.

6.4. Access to the client database is granted to the
authorised employee who cooperates with the
specific client that is the controller of the

respective client database,

All authorised persons are demonstrably familiarised
with this directive upon the establishment of their
employment or other contractual relationship with
the Company.

Authorised persons are required to process personal
data of data subjects in accordance with this directive,
personally; they may not delegate this activity to
another person or use a third party for such activity.

Vil.
Monitoring of Compliance with the Directive

Responsible Person monitors compliance with
obligations arising from the provisions of this Personal
Data Protection Directive within the scope of their
authority.

Breach of the obligations of employees arising from
this directive shall be considered a serious breach of
obligations arising from legal regulations relating to
the work performed by the employee and may be
grounds for unilateral termination of the employment
relationship by the employer.

Paragraph 2 of this Article applies mutatis mutandis
also to persons cooperating with the Company on the
basis of a relationship other than an employment
relationship.

VIIL.
Rights of Data Subjects

The data subject has the right to request from the
Company access to their personal data pursuant to
Article 15 of the General Regulation, rectification
pursuant to Article 16, erasure pursuant to Article 17,
restriction of processing pursuant to Article 18, data
portability pursuant to Article 20, as well as the right to
object to processing pursuant to Article 21 of the
General Regulation.



o

Subjekt Gdaji ma pravo podat stiznost u Uradu pro
ochranu osobnich udaja.

IX.
Postup p¥i poruseni zabezpeceni osobnich udajt

Kazdy zaméstnanec nebo povérend osoba, kterd
zjisti nebo ma podezieni na poruseni zabezpeceni
osobnich Gdajl, je povinna tuto skutecnost
neprodlené oznamit Odpovédné osobé.

Odpovédnd osoba posoudi zavaznost incidentu a
zajisti jeho zdokumentovani.

Pokud je pravdépodobné, Ze poruseni bude mit za
nasledek riziko pro prava a svobody fyzickych osob,
ohlasi Spole¢nost poruseni Ufadu pro ochranu
osobnich Gdaji bez zbytecného odkladu, pokud
mozno do 72 hodin dle ¢l. 33 Obecného nafizeni.

Pti vysokém riziku oznami Spole¢nost poruseni
dotéenym subjektiim udaja dle ¢l. 34 Obecného
nafizeni.

Spole¢nost vede evidenci vSech ptipadl poruseni
zabezpeceni osobnich udaja.

X.
Predavani osobnich udajti do tretich zemi

Spole¢nost predavd osobni Udaje do tretich zemi
pouze v souladu s kapitolou V Obecného nafizeni (¢l.
44-49).

Pfedani je moZné na zakladé rozhodnuti Evropské
komise o odpovidajici Urovni ochrany, vhodnych
zaruk (standardnich smluvnich doloZek) nebo
vyjimek dle ¢l. 49 Obecného nafizeni.

Pfed kaidym predanim provede Spole¢nost
posouzeni dopadu na ochranu udaju (Transfer
Impact Assessment).

Requests from data subjects to exercise their rights are
received by the Responsible Person and processed
without undue delay, at the latest within one month of
receipt. In complex cases, the period may be extended
by a further two months.

The Company shall provide the data subject with
information on the measures taken free of charge.

Where processing is based on consent, the data
subject has the right to withdraw consent at any time.

The data subject has the right to lodge a complaint with
the Office for Personal Data Protection.

IX.
Procedure in the Event of a Personal Data Breach

Every employee or authorised person who discovers or
suspects a personal data breach is required to report
this fact to the Responsible Person without delay.

The Responsible Person shall assess the severity of the
incident and ensure its documentation.

If the breach is likely to result in a risk to the rights and
freedoms of natural persons, the Company shall report
the breach to the Office for Personal Data Protection
without undue delay, where possible within 72 hours
pursuant to Article 33 of the General Regulation.

In the event of a high risk, the Company shall notify the
affected data subjects pursuant to Article 34 of the
General Regulation.

The Company shall maintain a record of all personal
data breaches.

X.
Transfer of Personal Data to Third Countries

The Company transfers personal data to third
countries only in accordance with Chapter V of the
General Regulation (Articles 44—49).

Transfer is possible on the basis of a decision of the
European Commission on an adequate level of
protection, appropriate  safeguards (standard
contractual clauses) or exceptions pursuant to Article
49 of the General Regulation.

Prior to each transfer, the Company shall carry out a
Transfer Impact Assessment.



Xl.
Zaveérecna ustanoveni

S touto smérnici musi byt sezndmeni vsichni
zaméstnanci, jakoz i dalsi osoby smluvné
spolupracujici se Spolec¢nosti.

Zmény a dodatky k této smérnici se vydavaji
pisemnou formou. Revize smérnice je provedena v
pfipadé potreby, zejména pfi zméné pfrislusnych
pravnich predpisu.

Ostatni prava a povinnosti neuvedené v této
smérnici se Fidi Obecnym nafizenim, Adaptacnim
zakonem, ustanovenimi zakoniku prace a dalSimi
pravnimi predpisy.

Tato smérnice nabyva platnosti a Ucinnosti dnem
vydani.

Tato smérnice bude rozeslana prostfednictvim
elektronické posty a bude k dispozici kazdému
zaméstnanci a spolupracujicim osobdam v tisténé
podobé na personalnim oddéleni

V Praze dne 22.5.2018

Xl.
Final Provisions

All employees, as well as other persons cooperating
with the Company on a contractual basis, must be
familiarised with this directive.

Amendments and supplements to this directive shall
be issued in written form. The directive shall be
reviewed as necessary, in particular upon changes to
relevant legislation.

Other rights and obligations not addressed in this
directive are governed by the General Regulation, the
Adaptation Act, the provisions of the Labour Code and
other applicable legislation.

This directive enters into force and becomes effective
on the date of its issuance.

This directive will be distributed via e-mail and will be
available to every employee and cooperating person in
printed form in the human resources department.



